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Oz

Kiiciik ve Orta Biiyiikliikteki Isletmeler (KOBI) iilke ekonomilerinin lokomotifleridir. KOBIlerin esnek
yapilary, degisime c¢abuk adapte olmalary; iilke ekonomilerinin krizleri ¢abuk atlatmalarin
kolaylastirmaktadir. Rekabet, degisim, kiiresellesme gibi etkenler KOBIleri bilgi ve iletisim teknolojilerini
kullanmayr zorunlu kilmaktadwr. Bu teknolojiler sayesinde zaman ve mekdn kavrami ortadan kalkmus, bir
mobil arag ve ag sayesinde diinyanin herhangi bir yerinden elektronik finansal hizmet ve iiriinlere ulasmak
miimkiin hale gelmigtir. Biitiin bu gelismelere paralel olarak; ézellikle son yillarda yasanan sosyal
miihendislik katkili dolandwricilik olaylar: ve ¢alisan suiistimalleri bilgi giivenligini on plana ¢tkarmigtir.
Bilgi teknolojileri konusunda nitelikli yeterli isgiicii istihdam etmeyen, bilgi giivenligi riski yalnizca biiyiik
sirketleri etkiler onyargisina sahip KOBI'ler, teknoloji hirsizlart icin kolay hedefler haline gelmektedir.
Gegmisteki kasa hirsizlarimin yerlerini artik klavye hirsizlar almistir. Bilgi giivenligi saglanamamasi
sonucu olusan riskler, itibar riski, yasal risk gibi diger riskleri de beraberinde getirmektedir. Bu ¢calismanin
amact; ellerinde kisitli imkdnlar bulunan KOBI’lerin bilgi giivenligi risklerine karst kullanabilecekleri
basit ve yalin bir metodolojinin ortaya ¢ikarilmasidir.
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Abstract

Small and Medium Enterprises (SMEs) are locomotives of national economies. Flexible structures of SMEs
and their quick adaptation to changes make easier for the economies of countries to overcome the crises
quickly. Factors such as competition, change and globalization require SMEs to use information and
communication technologies. As a result of these technologies, the concept of time and space has
disappeared, and it becomes very easy to reach electronic financial services and products from anywhere
in the world via a mobile tool and network. In parallel with all these developments; especially in recent
years, social engineering added fraud incidents and employee misconceptions highlighted information
security. SMEs, which do not employ sufficient qualified labor force in information technology and have
prejudge that information security risks only affect large companies, are becoming easy targets for
technology thieves. Keyboard thieves have now taken over the place of the thieves of the past. The risks
arising as a result of not providing information security bring along with other risks such as reputation
risk and legal risk. The purpose of this study is to reveal a simple and plain methodology for SMEs with
limited opportunities to use against information security risks.
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